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1.  ǰȕșȚȈȓȓȧȞȐȧ ǹǲǯǰ ǲȘȐȗȚȖǷȘȖ CSP 

ǻșȚȈȕȖȊȒȈ ȌȐșȚȘȐȉțȚȐȊȈ ǹǲǯǰ ǲȘȐȗȚȖǷȘȖ юSP ȌȖȓȎȕȈ ȗȘȖȐȏȊȖȌȐȚȤșȧ ȗȖȓȤȏȖȊȈȚȍȓȍȔз ȐȔȍȦȡȐȔ 
ȗȘȈȊȈ ȈȌȔȐȕȐșȚȘȈȚȖȘȈй 

Ǭȓȧ țșȚȈȕȖȊȒȐ ȗȘȖȋȘȈȔȔȕȖȋȖ ȖȉȍșȗȍȟȍȕȐȧ ȊșȚȈȊȤȚȍ ȒȖȔȗȈȒȚ-ȌȐșȒ Ȋ ȌȐșȒȖȊȖȌй 
 

 

ǸȐșțȕȖȒ 1й ǻșȚȈȕȖȊȒȈ ǹǲǯǰ ǲȘȐȗȚȖǷȘȖ CSP 

ǪȣȉȍȘȐȚȍ țȌȖȉȕȣȑ Ȍȓȧ ǪȈș ȧȏȣȒ țșȚȈȕȖȊȒȐ Ȑ ȌȐșȚȘȐȉțȚȐȊз șȖȖȚȊȍȚșȚȊțȦȡȐȑ ȐșȗȖȓȤȏțȍȔȖȑ 
ȖȗȍȘȈȞȐȖȕȕȖȑ șȐșȚȍȔȍ. 

 

ǷȘȐȔȍȟȈȕȐȍ. ȚȈȒȎȍ țșȚȈȕȖȊȒȈ ȔȖȎȍȚ ȗȘȖȐȏȊȖȌȐȚȤșȧ ș ȌȐșȚȘȐȉțȚȐȊȈз ȗȖȓțȟȍȕȕȖȋȖ ș șȈȑȚȈ ǶǶǶ 
ǲǸǰǷǺǶ-ǷǸǶй Ǫ ȚȈȒȖȔ șȓțȟȈȍ ȗȖȓȤȏȖȊȈȚȍȓȦ ȕțȎȕȖ ȏȈȗțșȚȐȚȤ ȜȈȑȓ ȌȐșȚȘȐȉțȚȐȊȈ CSPSetup.exe. 

 

ǷȍȘȍȌ ȏȈȗțșȒȖȔ ȔȈșȚȍȘȈ țșȚȈȕȖȊȒȐ ȊȣȊȖȌȐȚșȧ ȌȐȈȓȖȋȖȊȖȍ ȖȒȕȖз Ȋ ȒȖȚȖȘȖȔ ȌȖșȚțȗȍȕ ȊȣȉȖȘ țȘȖȊȕȧ 
ȏȈȡȐȡȍȕȕȖșȚȐ гȒȕȖȗȒȈ ǶȗȞȐȐ). 

 

 

ǸȐșțȕȖȒ 2. ǵȈȟȈȓȖ țșȚȈȕȖȊȒȐ 

Ǫ ǹǲǯǰ ǲȘȐȗȚȖǷȘȖ ȘȍȈȓȐȏȖȊȈȕȣ ȒȓȈșșȣ ȏȈȡȐȚȣ ǲǹм, ǲǹн, ǲǹо șȖȋȓȈșȕȖ ȚȘȍȉȖȊȈȕȐȧȔ Ǽǹǩ ǸȖșșȐȐй 
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ǸȐșțȕȖȒ 3й ǪȣȉȖȘ țȘȖȊȕȧ ȉȍȏȖȗȈșȕȖșȚȐ 

ǻȒȈȎȐȚȍ ȚȘȍȉțȍȔȣȑ țȘȖȊȍȕȤ ȉȍȏȖȗȈșȕȖșȚȐз ȍșȓȐ Ȗȕ ȖȚȓȐȟȈȍȚșȧ ȖȚ ȏȕȈȟȍȕȐȧ ȗȖ țȔȖȓȟȈȕȐȦй ǷȖșȓȍ 
ȥȚȖȋȖ ȔȖȎȕȖ ȗȍȘȍȝȖȌȐȚȤ Ȓ ȘȈȉȖȚȍ ș ȔȈșȚȍȘȖȔ țșȚȈȕȖȊȒȐй 

 

ǸȐșțȕȖȒ 4й ǷȘȐȊȍȚșȚȊȍȕȕȖȍ ȖȒȕȖ ȔȈșȚȍȘȈ țșȚȈȕȖȊȒȐ 

ǭșȓȐ ȕȈ ȔȈȠȐȕȍ ȉȣȓȈ țșȚȈȕȖȊȓȍȕȈ ȉȖȓȍȍ ȘȈȕȕȧȧ ȊȍȘșȐȧ ǹǲǯǰ ǲȘȐȗȚȖǷȘȖ CSPз ȚȖ Ȋ ȖȒȕȍ ȗȖȧȊȐȚșȧ 
ȐȕȜȖȘȔȈȞȐȧ Ȗȉ ȖȉȕȖȊȓȧȍȔȖȑ ȊȍȘșȐȐ: 
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ǸȐșțȕȖȒ 5. ǻșȚȈȕȖȊȒȈ ș ȏȈȔȍȡȍȕȐȍȔ ȒȖȔȗȖȕȍȕȚȖȊ 

Ǭȓȧ ȗȘȖȌȖȓȎȍȕȐȧ țșȚȈȕȖȊȒȐ ǲȘȐȗȚȖǷȘȖ юSP ȕȈȎȔȐȚȍ ǬȈȓȍȍ. 

ǪȕȐȔȈȚȍȓȤȕȖ ȗȘȖȟȐȚȈȑȚȍ ȓȐȞȍȕȏȐȖȕȕȖȍ șȖȋȓȈȠȍȕȐȍ , ȒȖȚȖȘȖȍ ȊȣȊȖȌȐȚșȧ ȗȘȐ ȗȍȘȊȖȑ țșȚȈȕȖȊȒȍ. 

ǬȈȓȤȕȍȑȠȈȧ țșȚȈȕȖȊȒȈ ȗȘȖȐȏȊȖȌȐȚșȧ Ȋ șȖȖȚȊȍȚșȚȊȐȐ ș șȖȖȉȡȍȕȐȧȔȐз ȊȣȌȈȊȈȍȔȣȔȐ ȔȈșȚȍȘȖȔ. 

Ǫ ȗȘȖȞȍșșȍ țșȚȈȕȖȊȒȐ ȔȖȎȍȚ ȉȣȚȤ ȗȘȍȌȓȖȎȍȕȖх 
o ȊȊȍșȚȐ șȍȘȐȑȕȣȑ ȕȖȔȍȘ ȓȐȞȍȕȏȐȐ ȒȘȐȗȚȖȗȘȖȊȈȑȌȍȘȈ; 

o ȏȈȘȍȋȐșȚȘȐȘȖȊȈȚȤ ȌȖȗȖȓȕȐȚȍȓȤȕȣȍ șȟȐȚȣȊȈȚȍȓȐ ȒȓȦȟȍȊȖȑ ȐȕȜȖȘȔȈȞȐȐ;  

o ȕȈșȚȘȖȐȚȤ ȌȖȗȖȓȕȐȚȍȓȤȕȣȍ ȌȈȚȟȐȒȐ șȓțȟȈȑȕȣȝ ȟȐșȍȓ гȌȓȧ țȘȖȊȕȍȑ ǲǹн Ȑ ǲǹод; 
o ȕȈșȚȘȖȐȚȤ ȒȘȐȗȚȖȗȘȖȊȈȑȌȍȘ ȕȈ ȐșȗȖȓȤȏȖȊȈȕȐȍ șȓțȎȉȣ ȝȘȈȕȍȕȐȧ ȒȓȦȟȍȑ гȌȓȧ țȘȖȊȕȧ ǲǹмд. 

ЭȚȐ ȗȈȘȈȔȍȚȘȣ ȔȖȎȕȖ ȐȏȔȍȕȐȚȤ ȗȖșȓȍ ȏȈȊȍȘȠȍȕȐȧ țșȚȈȕȖȊȒȐ ȟȍȘȍȏ ȗȈȕȍȓȤ șȊȖȑșȚȊ ǲȘȐȗȚȖǷȘȖ юSP.  

Ǭȓȧ ȒȖȘȘȍȒȚȕȖȑ ȘȈȉȖȚȣ ǲȘȐȗȚȖǷȘȖ юSP ȗȖșȓȍ ȏȈȊȍȘȠȍȕȐȧ țșȚȈȕȖȊȒȐ ȕȍȖȉȝȖȌȐȔȖ ȗȍȘȍȏȈȋȘțȏȐȚȤ 
ȒȖȔȗȤȦȚȍȘ Ȋ șȓțȟȈȍз ȍșȓȐ ȗȖȓȤȏȖȊȈȚȍȓȦ ȗȘȍȌȓȈȋȈȍȚșȧ ȗȍȘȍȏȈȋȘțȏȒȈ . 

Ǫ ȗȘȖȞȍșșȍ țșȚȈȕȖȊȒȐ ȔȈșȚȍȘȖȔ ȔȖȎȍȚ ȉȣȚȤ ȗȘȍȌȓȖȎȍȕ ȊȣȉȖȘ ȕȈȐȉȖȓȍȍ ȗȖȌȝȖȌȧȡȍȋȖ ȊȐȌȈ 
țșȚȈȕȖȊȒȐй 
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ǸȐșțȕȖȒ 6й ǪȣȉȖȘ ȊȐȌȈ țșȚȈȕȖȊȒȐ 

ǷȖ țȔȖȓȟȈȕȐȦ гȊȐȌ țșȚȈȕȖȊȒȐ «ǶȉȣȟȕȈȧ»д țșȚȈȕȈȊȓȐȊȈȦȚșȧ ȚȖȓȤȒȖ ȖșȕȖȊȕȣȍ ȜȈȑȓȣ Ȍȓȧ ȘȈȉȖȚȣ 
ǹǲǯǰ гȌȓȧ Windows Server нллу ȗȖ țȔȖȓȟȈȕȐȦ ȚȈȒȎȍ țșȚȈȕȈȊȓȐȊȈȍȚșȧ «ǬȘȈȑȊȍȘȕȈȧ ȉȐȉȓȐȖȚȍȒȈ юSP»дй 
ǷȘȐ ȕȍȖȉȝȖȌȐȔȖșȚȐ ȔȖȎȕȖ ȐȏȔȍȕȐȚȤ ȕȈȉȖȘ ȒȖȔȗȖȕȍȕȚȖȊ Ȍȓȧ țșȚȈȕȖȊȒȐ: 

 

ǸȐșțȕȖȒ 7й ǪȣȉȖȘȖȟȕȈȧ țșȚȈȕȖȊȒȈ 

ǸȈșȠȐȘȍȕȕȈȧ șȖȊȔȍșȚȐȔȖșȚȤ ș ȗȘȖȌțȒȚȈȔȐ Microsoft – ǶȉȍșȗȍȟȐȊȈȍȚ șȖȊȔȍșȚȐȔȖșȚȤ ș ȚȈȒȐȔȐ 
ȗȘȐȓȖȎȍȕȐȧȔȐз ȒȈȒ Microsoft Office, Outlook Express. ǵȍȖȉȝȖȌȐȔȈ Ȍȓȧ ȊȝȖȌȈ Ȋ șȐșȚȍȔț ȗȖ șȔȈȘȚ-ȒȈȘȚȈȔй 

ǹȓțȎȉȈ ȝȘȈȕȍȕȐȧ ȒȓȦȟȍȑ – ǶȉȍșȗȍȟȐȊȈȍȚ ȝȘȈȕȍȕȐȍз ȐșȗȖȓȤȏȖȊȈȕȐȍ Ȑ ȒȥȠȐȘȖȊȈȕȐȍ ȒȓȦȟȍȑ Ȋ 
ȖȚȌȍȓȤȕȖȔ șȍȘȊȐșȍ Ƕǹй ǷȖ țȔȖȓȟȈȕȐȦ ȊȒȓȦȟȍȕȈ Ȍȓȧ țȘȖȊȕȧ ȉȍȏȖȗȈșȕȖșȚȐ ǲǹн Ȑ ǲǹо гȗȖȌȘȖȉȕȖ ȖȗȐșȈȕȈ Ȋ 
ȘȈȏȌȍȓȍ ǻșȚȈȕȖȊȒȈ ȗȈȘȈȔȍȚȘȖȊ ȉȍȏȖȗȈșȕȖșȚȐ). 

Revocation Provider - ǴȍȝȈȕȐȏȔ ȗȘȖȊȍȘȒȐ ȚȍȒțȡȍȋȖ șȚȈȚțșȈ șȍȘȚȐȜȐȒȈȚȈ ș ȐșȗȖȓȤȏȖȊȈȕȐȍȔ OюSP. 

ȇȊȓȧȍȚșȧ ȌȖȗȖȓȕȍȕȐȍȔ Ȓ șȚȈȕȌȈȘȚȕȖȔț ȔȍȝȈȕȐȏȔț Windows ȗȘȖȊȍȘȒȐ șȚȈȚțșȈ șȍȘȚȐȜȐȒȈȚȈ ȕȈ ȖșȕȖȊȍ 
șȗȐșȒȈ ȖȚȖȏȊȈȕȕȣȝ șȍȘȚȐȜȐȒȈȚȖȊ (ǹǶǹз юRL). ǲȘȖȔȍ ȥȚȖȋȖ ȗȘȍȌȖșȚȈȊȓȧȍȚ ȊȖȏȔȖȎȕȖșȚȤ ȐșȗȖȓȤȏȖȊȈȕȐȧ 
ǹǶǹз Ȋȣȗțȡȍȕȕȣȝ ȗȖ ȗȘȈȊȐȓȈȔз ȖȗȐșȈȕȕȣȔ Ȋ RFю 3280. 
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ǲȘȐȗȚȖȗȘȖȊȈȑȌȍȘ țȘȖȊȕȧ ȧȌȘȈ Ƕǹ– ǵȍȖȉȝȖȌȐȔ Ȍȓȧ ȘȈȉȖȚȣ ȒȘȐȗȚȖȗȘȖȊȈȑȌȍȘȈ Ȋ șȓțȎȉȈȝ Ȑ ȧȌȘȍ 
Windows (TLS-șȍȘȊȍȘз EFSз IPsecд. 

ǹȖȊȔȍșȚȐȔȖșȚȤ ș ǲȘȐȗȚȖǷȘȖ юSP ойс - ǸȍȋȐșȚȘȐȘțȍȚ ȐȔȍȕȈ ȗȘȖȊȈȑȌȍȘȖȊз șȖȊȔȍșȚȐȔȣȍ ș 
ǲȘȐȗȚȖǷȘȖ юSP ойсй ǵȍȖȉȝȖȌȐȔȖ ȚȖȓȤȒȖ ȗȘȐ ȕȈȓȐȟȐȐ Ȋ ȝȘȈȕȐȓȐȡȍ «ǳȐȟȕȣȍ» șȍȘȚȐȜȐȒȈȚȖȊз 
țșȚȈȕȖȊȓȍȕȕȣȝ ș ǲȘȐȗȚȖǷȘȖ CSP 3.6. 

ǹȖȊȔȍșȚȐȔȖșȚȤ ș ǲȘȐȗȚȖǷȘȖ юSP ойл - ǸȍȋȐșȚȘȐȘțȍȚ ȐȔȍȕȈ ȗȘȖȊȈȑȌȍȘȖȊз șȖȊȔȍșȚȐȔȣȍ ș 
ǲȘȐȗȚȖǷȘȖ юSP ойлй ǵȍȖȉȝȖȌȐȔȖ ȚȖȓȤȒȖ ȗȘȐ ȕȈȓȐȟȐȐ Ȋ ȝȘȈȕȐȓȐȡȍ «ǳȐȟȕȣȍ» șȍȘȚȐȜȐȒȈȚȖȊз 
țșȚȈȕȖȊȓȍȕȕȣȝ ș ǲȘȐȗȚȖǷȘȖ CSP 3.0. 


ǷȘȐȔȍȟȈȕȐȍй Ǫ șȖșȚȈȊ ǲȘȐȗȚȖǷȘȖ CSP SяKз ȊȝȖȌȐȚ ȖȗȐșȈȕȐȍ ȗȈȘȈȔȍȚȘȖȊ ȒȖȔȈȕȌȕȖȑ șȚȘȖȒȐ 
țșȚȈȕȖȊȡȐȒȈ Windows (\CHM\msi-readme.txtдз ȒȖȚȖȘȣȍ țȌȖȉȕȖ ȐșȗȖȓȤȏȖȊȈȚȤ Ȍȓȧ 
ȈȊȚȖȔȈȚȐȟȍșȒȖȋȖ ȘȈȏȊȍȘȚȣȊȈȕȐȧ ȌȐșȚȘȐȉțȚȐȊȈ . 

ǷȖșȓȍ ȕȈȎȈȚȐȧ ȕȈ ǬȈȓȍȍ ȔȈșȚȍȘȖȔ țșȚȈȕȖȊȒȐ ȗȘȍȌȓȈȋȈȍȚșȧ ȏȈȗȓȈȕȐȘȖȊȈȚȤ ȐȓȐ ȖȚȔȍȕȐȚȤ țșȚȈȕȖȊȒț 
ȉȐȉȓȐȖȚȍȒ ȗȖȌȌȍȘȎȒȐ șȟȐȚȣȊȈȚȍȓȍȑз Ȉ ȚȈȒȎȍ ȗȘȐȕȧȚȤ ȘȍȠȍȕȐȍ Ȗ ȊȒȓȦȟȍȕȐȐ ȜțȕȒȞȐȖȕȈȓȈ ȕȈȒȖȗȓȍȕȐȧ 
ȐȕȜȖȘȔȈȞȐȐ Ȗȉ ȐșȗȖȓȤȏȖȊȈȕȕȣȝ șȢёȔȕȣȝ ȒȓȦȟȍȊȣȝ ȕȖșȐȚȍȓȧȝй ǷȖȔȐȔȖ ȥȚȖȋȖз ȚȈȒȎȍ ȕȍȖȉȝȖȌȐȔȖ ȊȒȓȦȟȐȚȤ 
ȘȍȎȐȔ țșȐȓȍȕȕȖȋȖ ȒȖȕȚȘȖȓȧ ȐșȗȖȓȤȏȖȊȈȕȐȧ ȒȓȦȟȍȑй ǬȈȕȕȣȑ ȘȍȎȐȔ ȖșțȡȍșȚȊȓȧȍȚ ȒȖȕȚȘȖȓȤ șȘȖȒȈ ȌȍȑșȚȊȐȧ 
ȌȖȓȋȖȊȘȍȔȍȕȕȣȝ ȒȓȦȟȍȑ ȥȓȍȒȚȘȖȕȕȖȑ ȗȖȌȗȐșȐ Ȑ ȒȓȦȟȍȊȖȋȖ ȖȉȔȍȕȈз ȒȖȕȚȘȖȓȤ ȌȖȊȍȘȍȕȕȖșȚȐ ȒȓȦȟȍȑ 
ȗȘȖȊȍȘȒȐ ȥȓȍȒȚȘȖȕȕȖȑ ȗȖȌȗȐșȐ Ȑ ȒȖȕȚȘȖȓȤ ȒȖȘȘȍȒȚȕȖȋȖ ȐșȗȖȓȤȏȖȊȈȕȐȧ ȗȘȖȋȘȈȔȔȕȖȋȖ ȌȈȚȟȐȒȈ șȓțȟȈȑȕȣȝ 
ȟȐșȍȓй ǰșȗȖȓȤȏȖȊȈȕȐȍ ǹǲǯǰ ǲȘȐȗȚȖǷȘȖ CSP пйл ȉȍȏ ȊȒȓȦȟȍȕȐȧ ȘȍȎȐȔȈ țșȐȓȍȕȕȖȋȖ ȒȖȕȚȘȖȓȧ 
ȐșȗȖȓȤȏȖȊȈȕȐȧ ȒȓȦȟȍȑ ȘȈȏȘȍȠȈȍȚșȧ ȚȖȓȤȒȖ Ȋ ȚȍșȚȖȊȣȝ Ȟȍȓȧȝй 

 

 

ǸȐșțȕȖȒ 8й ǻșȚȈȕȖȊȒȈ țșȐȓȍȕȕȖȋȖ ȒȖȕȚȘȖȓȧ ȐșȗȖȓȤȏȖȊȈȕȐȧ ȒȓȦȟȍȑ 

 

ǷȘȐ țșȚȈȕȖȊȒȍ ǹǲǯǰ ș ȊȒȓȦȟȍȕȐȍȔ ȘȍȎȐȔȈ țșȐȓȍȕȕȖȋȖ ȒȖȕȚȘȖȓȧ ȐșȗȖȓȤȏȖȊȈȕȐȧ ȒȓȦȟȍȑ ȉțȌțȚ 
ȏȈȗȘȖȠȍȕȣ ȌȈȕȕȣȍ ș ȌȈȚȟȐȒȈ șȓțȟȈȑȕȣȝ ȟȐșȍȓй Ǫ șȓțȟȈȍ ȖȠȐȉȒȐ ȗȖȓțȟȍȕȐȧ ȌȈȕȕȣȝ ȉțȌȍȚ ȖȚȖȉȘȈȎȍȕȖ 
ȖȒȕȖз ȗȘȐȔȍȘ ȒȖȚȖȘȖȋȖ ȗȘȐȊȍȌёȕ ȕȈ ǸȐșțȕȖȒ 9. Ǫ ȥȚȖȔ șȓțȟȈȍ ȗȘȐ ȕȈȟȈȓȍ ȘȈȉȖȚȣ ȗȖȓȤȏȖȊȈȚȍȓȧ Ȋ șȐșȚȍȔȍ ș 
țșȚȈȕȖȊȓȍȕȕȣȔ ǹǲǯǰ ǲȘȐȗȚȖǷȘȖ CSP пйл ȕȍȖȉȝȖȌȐȔȖ ȗȘȖȊȍȘȐȚȤз ȟȚȖ ȏȈȘȍȋȐșȚȘȐȘȖȊȈȕ ȝȖȚȧ ȉȣ ȖȌȐȕ 
ȜȐȏȐȟȍșȒȐȑ ȌȈȚȟȐȒ șȓțȟȈȑȕȣȝ ȟȐșȍȓ (ȕȈȗȘȐȔȍȘз ȉȐȖȓȖȋȐȟȍșȒȐȑ Ǭǹǿз ȊȕȍȠȕȧȧ ȋȈȔȔȈ ȐȓȐ ȈȗȗȈȘȈȚȕȣȑ 
Ǭǹǿ)з Ȑ ȊȣȗȖȓȕȐȚȤ ȒȖȔȈȕȌțх 

csptest.exe -keyset -verifycontext -hard_rng. 

ǷȖșȓȍ ȏȈȊȍȘȠȍȕȐȧ țșȚȈȕȖȊȒȐ ǹǲǯǰ ș ȊȒȓȦȟёȕȕȣȔ ȘȍȎȐȔȖȔ țșȐȓȍȕȕȖȋȖ ȒȖȕȚȘȖȓȧ ȐșȗȖȓȤȏȖȊȈȕȐȧ 
ȒȓȦȟȍȑ ȕȍȖȉȝȖȌȐȔȖ Ȋ ȖȉȧȏȈȚȍȓȤȕȖȔ ȗȖȘȧȌȒȍ țșȚȈȕȖȊȐȚȤ ȌȖȊȍȘȍȕȕȣȍ ȒȖȘȕȍȊȣȍ șȍȘȚȐȜȐȒȈȚȣ Ȋ 

ȝȘȈȕȐȓȐȡȍ șȍȘȚȐȜȐȒȈȚȖȊ ȓȖȒȈȓȤȕȖȋȖ ȒȖȔȗȤȦȚȍȘȈ юryptoProTrustedStore г«ǬȖȊȍȘȍȕȕȣȍ ȒȖȘȕȍȊȣȍ 
șȍȘȚȐȜȐȒȈȚȣ ǲȘȐȗȚȖǷȘȖ юSP»з «юryptoPro юSP Trusted Roots»д ș ȗȖȔȖȡȤȦ ȖșȕȈșȚȒȐ ǹȍȘȚȐȜȐȒȈȚȣ ȓȐȉȖ ș 
ȗȖȔȖȡȤȦ țȚȐȓȐȚȣ certmgrйexeх 

certmgr.exe -inst -cert -silent -store mCryptoProTrustedStore -file ca.cer 

ǷȖșȓȍ ȥȚȖȋȖ șȓȍȌțȍȚ ȖșțȡȍșȚȊȐȚȤ ȗȍȘȍȏȈȋȘțȏȒț ȒȖȔȗȤȦȚȍȘȈй 
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